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SUMMARY  FOR YOUR BROKER

The latest scan indicates discrepancies between the insured’s affirmed representations to Carrier Name  (carrier
redacted) and the current state of their security controls. Specifically, MFA is not enforced on all
privileged/administrative user accounts (entra/ID-002, entra/PA-002, o365/ID-002), cloud provider management
consoles (entra/ID-002, o365/ID-002), and remote access mechanisms (entra/ID-007). Additionally, next-
generation antivirus (NGAV) is not deployed on all endpoints (azure/VM-006). Each of these representations was
affirmed as compliant, and any drift could lead to the carrier voiding affected coverage.

The insured should immediately remediate these failing controls to align with the affirmed representations.
Alternatively, they should proactively disclose these changes to their broker to confirm whether notice obligations
apply and to discuss potential impacts on coverage. Timely action will help mitigate risks to the insured’s cyber
policy and ensure compliance with the carrier’s requirements.

AFFIRMED REPRESENTAT IONS CONTRADICTED BY  THE LATEST  SCAN

APPLICAT ION QUEST ION

(CANONICAL)
SEVERITY FAILING CONTROLS IN THE LATEST  SCAN

Is MFA enforced on all privileged /

administrative user accounts?
COVERAGE VOIDABLE entra/ID-002 Privileged Admin MFA

entra/PA-002 Exchange Admin MFA

o365/ID-002 All Admins Have MFA

Is MFA enforced on cloud provider
(AWS / Azure / GCP) management
consoles?

COVERAGE VOIDABLE entra/ID-002 Privileged Admin MFA

o365/ID-002 All Admins Have MFA

Is MFA enforced on all remote
access (VPN, RDP, remote network

admin)?

COVERAGE VOIDABLE entra/ID-007 Password-Only Users

Is next-generation antivirus (NGAV)
deployed on all endpoints?

COVERAGE VOIDABLE azure/VM-006 Endpoint Protection Installed

Is endpoint detection & response
(EDR) deployed with central

monitoring?

WARNING Related endpoint-protection evidence is failing;
direct EDR telemetry is not read by the scanner.
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